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Introduction

The world is full of unscrupulous people who will stop at nothing to gain access to restricted areas, or steal and destroy valuable information; consequently, security for data and services has become a major concern for system administrators.  However, as the security of a system increases, the usability of that system decreases.  There exists many tools that help facilitate the protection of a system from outside influences, but a system administrator must also be aware of threats that may come from inside the system as well as the usability reduction resulting from an increase in security.  Fortunately, there is a tool that may prove as a solution to all of these concerns, Kerberos.

So what is Kerberos?  According to RFC 1510:

Kerberos provides a means of verifying the identities of principals, (e.g., a workstation user or a network server) on an open (unprotected) network.  This is accomplished without relying on authentication by the host operating system, without basing trust on host addresses, without requiring physical security of all the hosts on the network, and under the assumption that packets traveling along the network can be read, modified, and inserted at will.  Kerberos performs authentication under these conditions as a trusted third-party authentication service by using conventional cryptography, i.e., shared secret key (5).

More succinctly, Kerberos: The Definitive Guide defines Kerberos as a “secure, single-sign-on, trusted, third-party mutual authentication service” (Garman 6).  What does this all mean?  Essentially, Kerberos provides a way to authenticate clients to services and services to clients through a trusted third party while making the assumption that the connection between a client and service is insecure, so passwords are encrypted to prevent others from reading them before they are transmitted.  Once they have proven their identity, Kerberos strives to make security between clients and services tough, but convenient by enforcing them to authenticate themselves once to access other resources on the network during their session.  But this feature is limited to prevent abuse.

Additionally, it is vital that system administrators know as much as they can about Kerberos.  Specifically, how it provides authentication to clients and services, how to install and configure Kerberos, and what strengths and weaknesses are present with such a valuable network authentication tool.

History

Kerberos was designed and developed at MIT by Project Athena.  Currently, Kerberos is up to Version 5, with Version 4 being the first version to be released outside of MIT.  However, since Version 4 uses DES for encryption, it was not available for people outside the United States (Garman 7).  Since its release, Kerberos has been adopted by several private companies as well as added to several operating systems.

According to Garman, motivation for developing Kerberos was initiated by the advent of the client-server model taking the place of the time-sharing model thereby creating an environment where power and information was distributed across campus (3-4).  With the time-sharing model, terminals were directly connected to a centralized computer, and so information such as passwords could be sent unencrypted because the threat of intercepting this information was not a concern.  However, with the client-server model, there are no direct connections, but rather shared connections.  This causes a problem because any information that is not protected can be intercepted and used maliciously.

As a result, the faculty realized that end users should not be trusted, and set about solving this problem with Athena (4).  Since then, Kerberos is now up to Version 5, which is used widely in the computing world to secure and protect valuable data and services.    

Components

Garman emphasizes that Kerberos is a complex network authentication system consisting of many different parts: principals, realms, authentication services, ticket granting servers, key distribution centers, tickets, and authenticators.

Principals

In Kerberos, each entity, such as clients or application servers, is represented as a principal.  Principals are coupled with a key, which is used to authenticate their identity.  Since principals identify each entity, they must be unique.  These principals and their keys are stored in a database on the Key Distribution Center or KDC.  The format of a principal takes the form of a username or service name followed by the realm that they belong to, and several instances.   

Realms

Companies and organizations are composed of different departments.  Examples would be a financial department in a company or a history department at some university.  Usually, these separate departments share a network, but since they have different functions within the organization, they have distinctly different needs.  System administrators can make things less complex by creating realms, with each realm representing a separate department.  

Each realm has its own principals and KDC(s).  Placing a KDC in each realm eases the congestion that would result by having only one KDC for the entire network.  Imagine at eight o’clock in the morning when users come into work and try to authenticate before any work can be done, too much traffic.  But what happens when a person from the finance department for some reason needs to gain access to some service in the marketing department?  Kerberos provides a way for this functionality through cross-realm authentication.

Key Distribution Centers

The Key Distribution Center, or KDC, is the main component of Kerberos.  It consists of several subcomponents: the Authentication Service, the Ticket Granting Server, and the database the houses all the principals, which are coupled with their keys, for the realm.  However, it is possible for a realm to actually have several KDCs, but there has to be at least one KDC per realm.  

Authentication Service

The Authentication Service, or AS, is the piece of software that accepts requests from clients for Ticket Granting Tickets that can be used with the Ticket Granting Server.  A request sent from the client has the principal name of the client as well as the principal name of the Ticket Granting Server.  The Authentication Service then retrieves the secret keys for both the client and the Ticket Granting Server based on their principal names from the principal-key database on the KDC.  The AS then creates a secret session key that is to be used for secure communications between the client and application service.  Subsequently, a Ticket Granting Ticket is created and returned to the client to present for proof of authentication, but only after it has been appropriately encrypted.
Ticket Granting Server
The Ticket Granting Server, or the TGS, is another piece of software that lies within the KDC.  It is responsible for accepting Ticket Granting Tickets, verifying that they are correct, and returning another ticket to the client so that the client can gain access to an application service.  This might seem redundant; however, the TGS is the portion of Kerberos that makes the whole system more convenient.

Convenience is created by the TGS because it allows the client to only have to authenticate itself once to the AS to get the Ticket Granting Ticket, which can then be reused to gain access to tickets for individual application services.

Tickets

Without tickets, Kerberos just would not work.  According to Garman, “Tickets serve two purposes: to confirm identity of the end participants and to establish a short-lived encryption key that both parties can share for secure communication (called the session key)” (21).  A ticket contains valuable data used by clients or services in order to confirm that the authentication is real.  This data includes the requesting client’s principal name, the application service’s principal name, when the ticket expires, a list of valid IP addresses, and a secret session key shared between the client and the application service for secure communication.  Tickets can be for individual application services, usually issued by the TGS, or they can be Ticket Granting Tickets, which are issued by the AS.

Authenticators

Authenticators were added to the Kerberos protocol in order to prevent replay attacks.  Authenticators are created by clients and consist of a timestamp that is encrypted with the secret session key shared between the client and the application service.  The authenticator’s timestamp, once received by the application service, is evaluated to see if a certain maximum time frame has elapsed or not.  If the time frame has elapsed, the ticket sent from the client is rejected for fear that the ticket comes from an unscrupulous source.  For additionally security, authenticators can only be used once.

Below is a diagram of the Kerberos Structure:
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Protocol

The Kerberos Version 5 authentication protocol is fully detailed in RFC 1510.  However, it is important to understand how Kerberos offers authentication for clients and servers before implementing it as a security tool for use on a network.  Since clients could possibly be trying to access certain critical and important data or service from network applications, the client’s identity has to be proven, or vice versa.  

So, the client has to provide proof in some way that it is who it claims to be, and Kerberos offers a solution to this problem by providing tickets which can be presented to network applications on behalf of clients before any sensitive communication commences.

According to both RFC 1510 and Brian Tung’s “The Moron’s Guide to Kerberos, Version 1.2.3”, both the client and the service are required to have a key which is stored in a database on the Key Distribution Center.  Since both the client and the service are principals, their keys and principal names are stored together in this database.

Below is an overview of how tickets are requested, made, presented, and verified all in the name of authenticating clients to servers:

1. If the client has not already done so, it must start a session by sending an authentication request to the Authentication Service.  This request message contains, in clear text, the name of the user requesting access and service to be accessed.

2. Once the Authentication Service receives the request for authentication, it makes two copies of a random session key, which will be used in the communication between the service and the client.

3. The Authentication Service encrypts the session key along with the server’s name with the client’s long-term secret key.

4. The Authentication Service then encrypts the other copy of the session key along with the client’s name with the service’s long-term secret key.  This message is called the ticket.

5. The Authentication Service then returns both encrypted messages, including the ticket.

6. The client then decrypts the message that has been encrypted with its secret key, thereby getting the session key and the needed service’s server name.

7. The client then creates a timestamp with the current time, and encrypts it with the session key that will be shared during the sensitive communication between the client and the service.  This is called the authenticator.

8. The client sends the ticket and the authenticator to the service.

9. The service decrypts the ticket that has the principal name of the client and the session key with its own secret key.  It now has the session key.

10. The service then decrypts the authenticator that has the timestamp message with the session key that it got from decrypting the ticket that was encrypted with its secret key.

11. If the authenticator timestamp is with in the allotted maximum time, then the client and service can communicate securely with the established shared secret key.

However, if a client wants to access some other application server in the same day, it needs to go through this process over again, forcing the client to authenticate again, which is highly inconvenient, as this may occur several hundred times a day.  Consequently, the developers of Kerberos introduced the Ticket Granting Server and the Ticket Granting Ticket.  

The Ticket Granting Server, or TGS, acts as a middleman between the client and the service in much the same way that the Authentication Service does, however, it also acts in much the same way as any other regular application server.  Essentially, it is a hybrid of both the Authentication Service and application servers.  But how does introducing yet another agent into the system make authentication less burdensome?

The process utilizing the TGS starts out the same as before, where the client authenticates itself to the Authentication Service; however, instead of requesting a ticket to an application service, it requests a Ticket Granting Ticket, or TGT.  This TGT can be stashed for future use, it but usually has a limited lifetime of usually 8 hours.

Now, if the client wants to have access to any application services, it sends its stashed, authenticated TGT to the TGS requesting a ticket for that particular application service.  And, if the client wants to have access to yet another application service shortly there after, all the client has to do is send the same TGT to the TGS but requesting a ticket for a different application service.  This can be done over and over again, as long as the time limit of 8 hours has not been exceeded, without the client having to re-authenticate itself with the Authentication Service.

In order to clarify, Tung goes on to state that the Authentication Service and the Ticket Granting Server can reside on the same machine, on the Key Distribution Center, but they are logically separate services.  On the next page is a diagram illustrating how the protocol works:
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Cross-Realm Authentication

The above protocol works great when a client only needs to access services within the same realm, but what happens when that same client wishes to access a service that lies in another realm?  There needs to be some way for that client to authenticate itself to both realms.  Fortunately, Kerberos has the answer with Cross-Realm Authentication.

Cross-Realm Authentication allows for a client in one realm to access a service in another.  Cross-Realm Authentication can be implemented in two ways: direct trust and hierarchical trust.  According to Garman, “In Kerberos, cross-realm is implemented by sharing an encryption key between two realms.  The key that is shared is the Ticket Granting Service principal’s key” (168).  What this means is that for two realms, A and B, a principal name and key for the TGS of realm A is stored in realm B, and vice versa.  These become Remote Ticket Granting Services, or RTGS.

In order for a client to access an application service in another realm, it must first go through the steps of authenticating itself with the AS in its own realm to get a TGT.  It presents the TGT to the TGS like normal; however, it requests a ticket for the RTGS instead of an application service within its own realm.  The client can now present a ticket to the RTGS to gain access to the service in the other realm.

With direct trust, when principals from two different realms want to communicate, those two realms must have RTGS’s established along with secret keys.  This can get rather cumbersome if a network has a large number of realms.  With hierarchical trust, there exists a large parent realm that consists of several smaller child realms.  Because each child shares a secret key with its parent realm, child realms implicitly trust other child realms (171).
Installation and Configuration
Kerberos is available from several sources such as: MIT, Heimdal, and through Windows.  According to Garman, MIT’s implementation is still the “reference implementation” and is the most widely used, especially among universities and research institutions.  Garman also notes that it has a large support base, is available on many different platforms, and has backwards support for Kerberos Version 4.

On the other hand, Heimdal is newer than MIT, but gives some of the same support that MIT does.  Since Heimdal was developed outside of the United States, Garman explains, it “is unencumbered by any export restriction” and consequently comes default with BSD UNIX.

Windows 2000 does have Kerberos support, but only for Version 5, and it supports a fewer number of encryption methods compared to MIT and Heimdal (50 – 51).  Below is a list of useful links collected as guides for the installation and configuration of several different implementations of Kerberos:

MIT

In order to install and utilize Kerberos, one can either download binaries or source code, which has to be complied before installation.  The MIT implementation is available at:

http://web.mit.edu/kerberos/www/krb5-1.3/
There are guides for installation, using, administration, and upgrading Version 4 to Version 5 of the MIT implementation, and they are available at:

http://web.mit.edu/kerberos/www/krb5-1.3/krb5-1.3.5/doc/krb5-install.html
http://web.mit.edu/kerberos/www/krb5-1.3/krb5-1.3.5/doc/krb5-user.html
http://web.mit.edu/kerberos/www/krb5-1.3/krb5-1.3.5/doc/krb5-admin.html
http://web.mit.edu/kerberos/www/krb5-1.3/krb5-1.3.5/doc/krb425.html
Heimdal

The Heimdal distribution is available at:

http://www.pdc.kth.se/heimdal/
Here is the Heimdal installation and configuration guide:

http://www.pdc.kth.se/heimdal/heimdal.html
Shishi

Shishi is a fairly new but still considered an “untested” distribution:

http://josefsson.org/shishi/
Windows

A version of Kerberos, by default, comes with newer versions of Windows like 2000; here is another overview of the Kerberos system and configuration that comes with Windows:
http://www.microsoft.com/technet/prodtechnol/windows2000serv/deploy/confeat/kerberos.mspx
General Advice on Installation and Configuration

A resource with advice on how to “Kerberize” your site is available at:

http://www.ornl.gov/~jar/HowToKerb.html
This is another very good overview on Kerberos and its installation and configuration:

http://www.ms.washington.edu/Docs/Kerberos/krb5-server-1.2.7/install.html
Yet another great overview in the form of a FAQ, but it also has a couple of good sections on the portions of the configuration files:

http://www.cmf.nrl.navy.mil/CCS/people/kenh/kerberos-faq.html
It must be noted though, that Keberos does not provide authorization to access services, it only provides a means of authenticating clients and services to each other.  Neuman and Ts’o write, “Kerberos must be integrated with other parts of the system. It does not protect all messages sent between tow computers; it only protects the messages from software that has been written or modified to use it.”

Strengths and Weaknesses

System administrators chose security tools based on their strengths; however, with any tool, there are bound to be some weaknesses as well, and Kerberos is no exception.  Below is a list of strengths and weaknesses that are present with Keberos according to the “Keberos: Advantages and Weaknesses” web site:

Strengths

1. Passwords are never sent across the network unencrypted.  This prevents those unscrupulous people from being able to read the most important data sent over the network.

2. Clients and applications services mutually authenticate.  Mutual authentication allows for both ends to know that they truly know whom they are communicating with.

3. Tickets have a limited lifetime, so if they are stolen, unauthorized use is limited to the time frame that the ticket is valid.

4. Authentication through the AS only has to happen once.  This makes the security of Kerberos more convenient.

5. Shared secret keys between clients and services are more efficient than public-keys.

6. Many implementations of Keberos have a large support base and have been put through serious testing.

7. Authenticators, created by clients, can only be used once.  This feature prevents the use of stolen authenticators.

Weaknesses

1. Kerberos only provides authentication for clients and services.

2. Kerberos 4 uses DES, which has been shown to be vulnerable to brute-force-attacks with little computing power.

3. The principal-key database on the KDC has to be hardened or else bad things can happen.

4. Like any security tool, it is also vulnerable to users making poor password choices.

Conclusions

Most organizations have a network that implements the client-server model in some way or another.  However, the client and server never meet, so how do they know that the entity at the other end of the communication line is not one of those unscrupulous people?  The fact is they don’t.
There are numerous security threats that face a system administrator today.  As was mentioned earlier, the world is full of unscrupulous people plotting and scheming to access sensitive data and information.  Organizations also face threats from within their walls to.  Consequently, security has become a major concern for system administrators.  

However, along with an increase in security, end users feel an increase in burden because they have to go through many steps to prove that they are who they say they are.  Fortunately, Kerberos is a network security tool that strives to provide tough security coupled with more convenience.

According to its developers, Kerberos provides a means of verifying the identities of both users and services on an unprotected network.  They further state that all authentications are done while making the assumption that Kerberos cannot rely on addresses and that packets can be intercepted, read, or inserted at will and that there is no security available at the ends of the communications connection.  These assumptions have forced the developers of Kerberos to design an extremely robust tool.

One of the main advantages to Kerberos is the fact that through the use of secret key cryptography, user’s passwords are never transmitted over the network unencrypted.  Another main feature, this one involving its convenience to end users, is the fact that Kerberos employs a Ticket Granting Server along with an Authentication Service to ensure that users only need to authenticate themselves once in session.

Initially developed at MIT, Kerberos is a network authentication security tool that has become widely available through many implementations and has a wide support base.  Because of its wide support base, Kerberos has a great deal of documentation and has been tested rigorously.  Its popularity is also evident from the fact that it has been added to several operating systems.  Because of all of this, one can see why Kerberos has become an integral security tool for system administrators.
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