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Introduction
Organizations of all sizes, from elementary schools to large corporations, utilize computers and networks as tools and resources to meet their goals.  Whether these goals are to educate or generate revenue, policies are needed to govern the use of computers and networks within an organization in order to protect the organization and its members.  Acceptable use policies and internet acceptable use policies fulfill this role.  An acceptable use policy (AUP) may cover a broad range of legal, ethical, business and security issues and what users must do or not do to address these issues.  

A good acceptable use policy accomplishes two goals.  The first goal is to protect the organization.  A properly drafted AUP provides a legal notice to users of prohibited activities.  With the backing of this notice, an organization may take the necessary actions to punish violators.  An effective AUP protects an organization if a violator or irate user attempts to sue.  This legal protection could cover such areas as termination or suspension of privileges for violators and alleged breaches of privacy.

The second goal is to educate the users.  From the AUP, users should clearly understand why certain activities are harmful and deserve prohibition.  A long list of proscribed activities may be difficult to remember to a user.  An explanation to a regulation reinforces the idea and may educate the user in ethics.  The education of a user, also, bolsters the first goal of an AUP by decreasing the possibility of a policy violation via ignorance.  
Predevelopment Considerations
The creation of an AUP requires a range of knowledge and skills.  Administrators or other authors of the AUP must understand the computer technology present in their organization.  They must, also, have some knowledge of the state and federal laws, such as laws concerning freedom of speech, intellectual property, privacy, and computer crimes.  It may be necessary to have multiple people including a legal consultant or the organization’s attorney check and add to the policy.

Every organization is unique and may require its own unique AUP.  A verbose, legal type policy may be perfect for a large law firm.  A simple, plain-spoken policy may meet the needs for a small elementary school addressing parents with a variety of backgrounds and education.  The administrator or author of the AUP must keep in mind and focus on the intended policy audience(s)
Areas of Concern

To meet the goals of protecting the organization and educating users, an acceptable use policy must cover a variety of issues and topics.  As mentioned above, each organization is different.  Some unacceptable activities, like viewing or sending of material that is possibly offensive, may be addressed in virtually every AUP while other concerns, such as parental responsibilities, are a pertinent part for specific institutions.  When creating an AUP, an author(s) must focus on those areas of concern that apply to their organization.
Legal Issues

The most obvious legal issues that an AUP may address are those laws and statutes that specifically address computing and networking resources.  A good example of these specific laws are the following State of Missouri statutes:
569.094. In a prosecution under sections 569.095 to 569.099, computer printouts shall be competent evidence of any computer software, program, or data contained in or taken from a computer, computer system, or computer network.

569.095. 1. A person commits the crime of tampering with computer data if he knowingly and without authorization or without reasonable grounds to believe that he has such authorization: 

(1) Modifies or destroys data or programs residing or existing internal to a computer, computer system, or computer network; or 

(2) Modifies or destroys data or programs or supporting documentation residing or existing external to a computer, computer system, or computer network; or 

(3) Discloses or takes data, programs, or supporting documentation, residing or existing internal or external to a computer, computer system, or computer network; or 

(4) Discloses or takes a password, identifying code, personal identification number, or other confidential information about a computer system or network that is intended to or does control access to the computer system or network; 

(5) Accesses a computer, a computer system, or a computer network, and intentionally examines information about another person; 

(6) Receives, retains, uses, or discloses any data he knows or believes was obtained in violation of this subsection. 

2. Tampering with computer data is a class A misdemeanor, unless the offense is committed for the purpose of devising or executing any scheme or artifice to defraud or to obtain any property, the value of which is five hundred dollars or more, in which case tampering with computer data is a class D felony.

569.097. 1. A person commits the crime of tampering with computer equipment if he knowingly and without authorization or without reasonable grounds to believe that he has such authorization: 

(1) Modifies, destroys, damages, or takes equipment or data storage devices used or intended to be used in a computer, computer system, or computer network; or 

(2) Modifies, destroys, damages, or takes any computer, computer system, or computer network. 

2. Tampering with computer equipment is a class A misdemeanor, unless: 

(1) The offense is committed for the purpose of executing any scheme or artifice to defraud or obtain any property, the value of which is five hundred dollars or more, in which case it is a class D felony; or 

(2) The damage to such computer equipment or to the computer, computer system, or computer network is five hundred dollars or more but less than one thousand dollars, in which case it is a class D felony; or 

(3) The damage to such computer equipment or to the computer, computer system, or computer network is one thousand dollars or greater, in which case it is a class C felony.

569.099. 1. A person commits the crime of tampering with computer users if he knowingly and without authorization or without reasonable grounds to believe that he has such authorization: 

(1) Accesses or causes to be accessed any computer, computer system, or computer network; or 

(2) Denies or causes the denial of computer system services to an authorized user of such computer system services, which, in whole or in part, is owned by, under contract to, or operated for, or on behalf of, or in conjunction with another. 

2. The offense of tampering with computer users is a class A misdemeanor unless the offense is committed for the purpose of devising or executing any scheme or artifice to defraud or to obtain any property, the value of which is five hundred dollars or more, in which case tampering with computer users is a class D felony.

These laws are very typical with similar laws enacted in many other states.  They are flexible and useful to administrators in allowing a simple printing of a violation for evidence.  This allows an administrator to legally document an offense and then move on to correct any problems to a computer, computer system or computer network.  The laws by themselves provide the necessary framework to prosecute violators for a criminal offense but may not provide grounds for dismissal or loss of privileges within an organization.  By referencing or quoting specific laws, a policy supplies the means to take action against offenders.  This practice, also, educates users and decreases the possibility of a violation occurrence.

Specific types of organizations must meet certain federal regulations and standards.  Many countries, not just the United States, have enacted laws requiring companies to comply with privacy policies and will hold companies accountable for security and information covered by these policies.  The Sarbane-Oxley Act of 2002 is a U.S. legislation that requires financial and professional services firms to take steps to protect investors by meeting certain security standards.  The Gramm-Leach-Bliley Act of 1999 and Health Insurance Portability and Privacy Act of 1996 obligate companies to protect and respect the privacy of customers and other individuals.  Both Europe and Argentina have directives similar to these U.S. Acts.
Every organization, whether it supplies its employees or users with a network connection or not, must concern itself with copyright and proprietary rights and incorporate these issues into their AUP.  This could include violation of contractual agreements involving the organization, public dissemination of software in violation of licensing agreements, or copyright violations.  A statement on pirated software should prohibit the following cases: installing pirated software on any computer owned by the organization (including laptops issued to employees), storing or distributing pirated software with any computer owned by the organization and the bringing of pirated software onto any property owned by the organization.  Statements on copyright laws should address at a minimum the copying of any copyrighted material without written permission of the owner including documents, web-pages, music, and video files.
At the very least, an acceptable use policy should contain a catch-all legal provision.  This provision should state that any violation of state, federal, or local laws is considered misconduct on the part of the user and grounds for dismissal or loss of privileges.

Offensive Content
Perhaps one of the greatest, modern, legal concerns for a business or organization is the liability surrounding an alleged hostile work environment.  Past decisions and rulings on cases, involving a hostile work environment, have taken into account not only the incidences themselves but, also, the culture surrounding the organization.  The consequence of this is a shift from personal liability to corporate liability.  As a result of this, a corporation or business may be found liable of passive approval if it does not take proactive measures to supervise the web-based content that employees are exposed to in the workplace.
Federal law requires companies to provide a work environment free of gender, ethnic and racial harassment.  Companies must take measures to eliminate illegal or offensive content within the workplace.  This includes downloads of pornographic material, emails or email attachments containing pornographic or racially offensive material and offensive language or words.  In most cases, it does not matter if a company has knowledge of the offensive material being downloaded or distributed.  As one example, a subsidiary of Chevron paid $2.2 million dollars to settle a class action lawsuit arising from a joke circulated via email.  A properly worded acceptable use policy, along with limited monitoring, may have provided grounds to fight such a lawsuit.
In educational settings, restricting access and monitoring of content brings up concerns of censorship and privacy.  University students may believe that they are within their First Amendment rights to post nude or erotic pictures and text.  The university, however, has several reasons why they may prohibit such material.  The material may result in a hostile work environment to women.  Such content draws a large amount of visitors to web-pages and may strain system resources and deny these resources to the students and faculty that require them for educational pursuits.  Finally, this material may conflict with the goals of the university to provide a professional, education-focused atmosphere.

The Children’s Internet Protection Act (CIPA) obligates schools and libraries receiving E-Rate discounts for Internet and internal connections to take blocking and monitoring precautions.  The Federal Communications Commission (FCC), also, has issued regulations for schools and libraries that may fall outside of this category.  There is a vast array of filtering software available to schools and libraries and the AUP of the institution should make mention of this software.  A few examples of this software are CyberPatrol, CyberSitter, and NetNanny.
Business and Ethical Issues

To protect itself and its members, a business or any organization must take some security precautions.  Certain areas of information security and individual privacy (or lack there of) should be addressed in an acceptable use policy.
One precaution is prohibiting users from searching, reading, copying, altering, or deleting another person’s electronic files with exceptions.  These exceptions are:
· Searching and reading publicly available material.
· An individual consenting to having his/her files read and modified.  An example is an employee or student having a document reviewed or graded.

· System administrators backing up material.

· System administrators monitoring for viruses, investigating software or hardware problems, investigating possible security breaches, investigating violations of the AUP, or responding to a search warrant or subpoena.  System administrators have a responsibility to keep information confidential unless there is a violation.

· A supervisor of research or work searching, reading, copying, altering or deleting anything on a machine solely used for that purpose.
· System administrators deleting the files of users who are no longer with the organization.

· An organization may reserve the right to read or copy and file that either passes through or resides on any computer owned by the organization.

The AUP should note exceptions or at the minimum state that the organization reserves the right to perform any activity on files that reside on a computer owned by the organization.
A large part of the battle for security resides in the protection of user passwords and accounts.  Users are responsible for any use of their accounts.  They should not give out their passwords or allow others to use their account or email.  A user should notify a system administrator if he/she believes that an account has been compromised.  It should, also, be in violation of the AUP for anyone to attempt to collect, intercept or “crack” passwords.  Not even a system administrator has the right to ask or know a user’s password.  In the event of an inadvertent discovery of a password, an individual must inform the user so that he/she may change the password.  Users should, also, not be using an organization’s computer in an attempt to gain unauthorized access to other computer systems or networks.  
Every system or network administrator worries about the potential infection of malicious programs.  A passive defense of running anti-virus software is affective but limited.  Universities and other organizations need policies that deal with this issue.  Universities and some businesses are more likely to encounter damage-dealing programs created on their premises.  Other non-malicious programs, like those used to attempt unauthorized access to other systems, circumvent data protection schemes, and uncover security loopholes, are concerns as well.  A policy should prohibit knowingly designing or creating, installing or storing and intentional release of such programs.
Acceptable use policies protect an organization’s resources.  These resources range from computing and networking to productivity of a user.  An AUP can use the following prohibitions to protect these resources:
· Use of an organization’s website, email or computer for personal financial gain.  These activities may not only tie up resources but, also, inappropriately attach an organization’s name to an individual’s private business dealings.  Depending on the organization, an exception to this policy is checking or making investments in “off” or “free” time.

· Sending bulk email.  Bulk email includes for-profit business, charitable solicitations, political announcements, chain letters and pyramid schemes.  Not only does this practice delay legitimate email but also most people find “spam” and mass mailings as an annoyance and it may reflect poorly on the organization.
· Sending religious, partisan or political emails.  Acceptable personal email are an exception to this but care should be taken to separate personal views from those of an organization.

· Deliberately creating computer programs that waste resources, such as those containing infinite loops.

· Deliberately attempting to crash an operating system except in approved education and research cases.

· Excessive printing or copying.

· Recreational web browsing that interferes or detracts from business or educational work.

· Computer games during “work hours” or games that interfere with functions of an organization.  An actual example of this is a manufacturing outsourcing company headquartered in Florida that called in its IT personnel to determine the cause of a loss in data exchange between its Florida and Singapore offices.  The investigation discovered that members of the staff in Florida and Singapore were playing the networked game “Doom”.
Other issues that may or may not be illegal or addressed by security concerns are in acceptable use policies.  This includes sending email or posting electronically statements intended to harm a particular individual.  Such statements could be construed as or contain harassment, intimidation, threats, defamation, disclosure of personal information or insults.  Misrepresentation of an individual could be potentially damaging to the individual or company.  Misrepresentation includes forging of a name to an email or webpage.  It is unethical and in some cases illegal to use someone else’s name as the author of a text (especially if the deception is harmful to the reputation of the individual).  A statement to this effect in an AUP should take into account forging of email addresses and editing false information into the email header. 
While it is legal under the First Amendment to write or post information that may contain the “how-to” of certain illegal activities, most organizations will wish to be disassociated with such material.  By prohibiting the sending of email or posting of material that proposes any unlawful activity or that contains instructions and/or information on any unlawful or unethical activity, an AUP accomplishes this.  These activities could range from topics of “how to crack a password” and credit card fraud to physically harmful “how to build a bomb”.

Special Issues
Certain types of organizations, such as schools and libraries, may include clauses in an acceptable use policy that are important to maintenance and reliability.  These clauses usually refer to general-use computers and equipment which are not solely used by a single, responsible user.  Examples of these clauses are:
· Users will not tamper with or add hardware.  If it is necessary to move hardware, a user should contact an administrator or staff member.  This does not pertain to small items and peripherals such as headphones and small storage devices (i.e. floppy disks and compact disks).
· Users will not install or uninstall software.  Certain exceptions may apply where specified general-use computers are designated for this purpose or for a purpose that requires the addition of software.

· Users will not change the preferences or settings of equipment or a computer, its operating system and its peripherals.

· Users will not shutoff power to hardware.  This may be especially troublesome if the hardware is connected to a network.  An obvious exception to this policy is in the case of a fire or smoke emitting from the hardware.
· Users will not have food or beverages around computers or electrical equipment.  Crumbs and sticky substances can work into often-used keyboards of busy computer labs.  Liquids may cause electrical shorts or destroy equipment.
There are a numerous other issues.  These are largely dependent on organizational roles and requirements.  For a school district, what are the responsibilities of the parents and teachers?  Is there a disclaimer absolving the school of specific responsibilities?  For a university, can certain professors and researchers rescind specific prohibitions in the AUP?  For those handling on-line business transactions, what additional steps should be taken to ensure consumer protection?  The issues addressed are specific to the needs of the organization.
Formatting and Style

The largest challenge in creating an acceptable use policy is to make it, not only, complete but also terse.  The longer that the AUP becomes, the less likely it will be completely read by the average individual.  A legally enforceable and precise policy will have a respectable length.  A compromise, that maintains the integrity of the document and can communicate quickly to the user, is a summary placed at the beginning.  This “abstract” contains a list of the one sentence rules that should concern every user.  The remainder of the document will contain the explanations and examples necessary to complete the policy.  If the AUP is posted on the internet or an intranet, each rule in those first one or two pages can be linked to the expounded section later in the document.
Another challenge in creating the policy is overcoming the negative aspects.  Much of the document contains words and phrases such as “prohibited”, “forbidden”, “no”, “will not”, and “shall not”.  The deluge of negativity creates an impression of an oppressive work environment which could hamper productivity.  This negativity is softened by communicating positive values in the reasons for the regulations.  One of the purposes of the document is to preserve an ethical, professional work or educational environment.  Additions to the policy, like the acceptability for use of email or computers for private correspondence and for educational purposes, may reduce the harshness of the tone.  
Enforcement

The first step in enforcing an acceptable use policy is ensuring that all users have read and understood it.  Typically, an AUP will have a signature block at the end of the document which states something to the effect of “I have read the above rules and policies”.  From a legal enforcement standpoint, this is the most important piece of the document.  By signing here, a user acknowledges receiving a list of proscribed activities that could result in his/her termination of employment, expulsion, or loss of privileges.  Every acceptable use policy should be looked over by an organization’s legal advisor.  The legal advisor ensures that the policy is enforceable and organizational liability is minimized.
Violations and legal action cost businesses and institutions money.  Keeping users aware of the policies minimizes the risk of this cost.  There are a couple ways to achieve AUP awareness.  First, the AUP should be available and easy to access.  It should be a part of the employee/parent/student handbook or manual respective to the type of organization.  The AUP should be accessible via the internet or a intranet with an easy to find site.  Secondly, many businesses perform routine training that could incorporate the issues in the AUP.  Classes on sexual harassment or “consideration of others” could be followed by a class on AUP material.
The Final Product
Incorrect Approaches and Common Mistakes
There are a number of mistakes and incorrect approaches often taken in the creation of an acceptable use policy.  The most important of these mistakes are those that affect the legal aspects of the policy.  One example is ignorance of the fact that “The Computer Virus Eradication Act” never passed through the U.S. House of Representatives.  This act is commonly stated as a law in AUPs.  Ambiguity can fail to provide legal notice.  Another example is the fact that prohibitions including open-ended lists, like “including but not limited to”, are only enforceable for those prohibitions listed.  Generalizations, like “harmful conduct”, are too vague by themselves to provide legal notice to users.
An Example
The following acceptable use policy for a fictional company, FakeCompany, is a good example of an AUP.  It is comprehensive in its coverage of internet related and other applicable activities.  It covers almost all the issues discussed in the previous sections and informs the employee on why these issues are necessary.  Its one downside is the length.  An abbreviated, non-legal reference list of proscribed activities would make a good companion to this document.
FakeCompany Acceptable Use Policy

Internet-Related Systems

Internet-related systems: FakeCompany maintains Internet related systems for the use of employees and for the benefit of the company and its customers. Two interrelated systems are presently in use: (1) Internet World Wide Web system (includes public access to our web site from outside the company and company employee access to the World Wide Web from company computers, and (2) electronic mail.

Purpose and use of systems: The purpose of FakeCompany Internet-related systems is to facilitate the exchange of information within the company, with customers, and prospective customers. Employees have access to these systems consistent with the requirements of their jobs, are expected to develop the necessary skills to use the systems at whatever level of proficiency is appropriate to their job, and are encouraged to use the systems. Different access levels are designated for various job functions and user-ids and passwords are issued to enable each employee to log onto the system and use appropriate functions.

1. Internet and World Wide Web: Employees have access to the Internet and the web as a means of obtaining information that will assist them in the performance of their jobs. The public has access to the company web site, which enables the company to project its image, develop business, and improve its community profile.

2. Electronic mail (e-mail): FakeCompany maintains an e-mail system, which is fully integrated with the Internet system. The system enables employees to communicate efficiently among themselves and with customers and prospects. Use of this system improves the speed with which information can be disseminated and enables FakeCompany to be responsive to customer and employee needs.

The Policy

I. Ownership of Internet-Related systems: Internet-related systems (including but not limited to: computer equipment, software and operating systems, network accounts providing electronic mail, World Wide Web browsing, File Transfer Protocol, etc.; networking and intra-net systems and software) are the sole property of FakeCompany. They are to be used for business purposes in serving the interest of the company and of our clients and in the course of normal operations.

II. Privacy of communications: Employee communications on these systems are not private. While the network administration desires to provide a reasonable level of privacy, users should be aware that the data they create on the corporate system remains the property of FakeCompany, and usually can be recovered even though deleted by the user. Despite extreme security precautions, there is no absolutely fail-safe way to prevent an unauthorized user from accessing stored files. The network management cannot guarantee the confidentiality of any information stored on the network. Information that must remain confidential should therefore not be stored on the network. 

III. Monitoring: FakeCompany reserves the right to monitor all employee usage to ensure proper working order, appropriate use by employees, the security of company data, and to retrieve the contents of any employee communication in these systems. Management may access user files, including archived material of present and former employees without the user’s consent for any purpose related to maintaining the integrity of the network, or the rights of FakeCompany or other users or for any other reasonable purpose. All external correspondence will now start to contain a notification that incoming and outgoing correspondence may be monitored for quality assurance and security purposes.

IV. Personal use: Personal use of the systems is authorized within reasonable limits so long as it does not interfere with or conflict with business use. Employees are responsible for exercising good judgment regarding the reasonableness of personal use. Individual departments are responsible for creating guidelines concerning personal use of Internet systems; however, in the absence of such policies, employees should be guided by departmental policies on personal telephone use and, in case of doubt, should consult their supervisor or manager.

V. Archiving and backup of systems: Employees are responsible for backup up personal data on a daily basis. This is an important function designed to maintain records of communications and activity which replaces (or supplements) maintaining files containing memoranda, correspondence, etc. 

Security and Proprietary Information

Information contained on Internet-related systems may be classified as non-confidential, confidential, or proprietary (trade secrets, specifications, customer lists, and research data are examples of proprietary information) as defined by corporate confidentiality guidelines. Employees are required to take all necessary steps to prevent unauthorized access to this information. Employees are expected to:

1. Keep their passwords secure and unknown to all other persons and refrain from sharing accounts. Authorized users are responsible for the security of their passwords and accounts. Passwords should be changed quarterly and should be at least 8 alphanumeric characters. All default passwords must be changed and all guest or anonymous accounts are strictly prohibited. Authorized users should take steps to prevent unauthorized access to their accounts by logging off when their terminal will be unattended.

2. Use encryption and obtain proper authorization when sending proprietary information via internal or external e-mail or when sending confidential information via external e-mail. Encryption shall not be used for the transmission of non-confidential information.

3. Use encryption of appropriate information only in compliance with corporate encryption policy. No other encryption may be used. All non-confidential internal communications shall be in clear text.

4. Properly identify the security level of all information stored or sent on Internet-related systems.

Systems Integrity and Copyright

All users should be aware that any information, software, or graphics on the Internet might be protected by federal copyright laws, regardless of whether a copyright notice appears on the work. Licensing agreements may control redistribution of information and software from FakeCompany’s systems or from the Internet. Duplication or transmission of such material or downloading shareware may not be undertaken without express authorization from Network Administration. Employees are required to scan freeware, shareware or any downloaded application for viruses using authorized procedures and software. Employees must never open, execute, or run unsolicited binary code e-mail attachments.

Restrictions and Prohibitions on Use and Access

Communications and Internet access should be conducted in a responsible and professional manner reflecting FakeCompany’s commitment to honest, ethical and non-discriminatory business practice. In furtherance of these goals the following restrictions and prohibitions apply:

Data Security

1. Personnel must safeguard their logon ID and password from disclosure to any person except the staff of Network Administration. Users may not access a computer account that belongs to another employee or department (except for an authorized member of Network Administration). Personnel must use their own logon ID and password only, are responsible for all activity on their logon ID, and must report any known or suspected compromise of their ID to Network Administration.

2. Unauthorized attempts to circumvent data security schemes; identify or exploit security vulnerabilities; or decrypt secure data are strictly prohibited and will not be tolerated.

3. Attempting to monitor, read, copy, change, delete or tamper with another employee’s electronic communications, files, or software without the express authorization of the user (except for authorized Network Administration personnel) is strictly prohibited and will not be tolerated.

4. Knowingly or recklessly running or installing (or causing another to run or install) a program (such as a “worm” or “virus”) intended to damage or place an excessive load on a computer system or network is strictly prohibited and will not be tolerated.

5. Forging the source of electronic communications, altering system data used to identify the source of messages or otherwise obscuring the origination of communications is strictly prohibited and will not be tolerated.

Use of Equipment

6. Any use that violates federal, state, or local law or regulation is expressly prohibited and will not be tolerated.

7. Knowing or reckless interfering with the normal operation of computers, peripherals, or networks is strictly prohibited and will not be tolerated.

8. Connecting unauthorized equipment to the network for any purpose inconsistent with the business purpose of FakeCompany is strictly prohibited and will not be tolerated.

9. Deliberately wasting computer resources, including bandwidth, disk space, and printer paper or running or installing games or other unauthorized software on FakeCompany’s computers is strictly prohibited and will not be tolerated.

10. Using the company network to gain unauthorized access to any computer systems is strictly prohibited and will not be tolerated.

Netiquette and Protocols

11. The use of corporate Internet-related systems to access, transmit, store, display, or request obscene, pornographic, erotic, profane, racist, sexist or other offensive material (including messages, images, video, or sound) that violates FakeCompany’s harassment policy or creates an intimidating or hostile work environment is strictly prohibited and will not be tolerated.

12. Any use that is deemed to adversely affect FakeCompany is strictly prohibited and will not be tolerated.

13. Any on-line statements about the corporation, its position on any issue or about any competitor are strictly prohibited except for those authorized by senior management and/or the legal department.

14. Any personal, non approved communications on FakeCompany computers must contain the following disclaimer: “The information contained herein does not express the opinion or position of FakeCompany and cannot be attributed to or made binding upon FakeCompany.”

15. Users of Internet-related systems are further advised to consider that while they use corporate systems they represent FakeCompany just as they would at a corporate function or in a company vehicle. Visits to web sites and other Internet use may reflect upon the corporation and should be undertaken in a serious, businesslike manner.

16. Web pages and links made available to the public must be approved by and developed in cooperation with Network Administration prior to activation.

Education and Enforcement

To promote the efficient use and to avoid misuse of Internet-related systems, a copy of this policy statement will be distributed to and must be signed by all employees. Employees are required to familiarize themselves with the contents of this statement. Additionally each department will be conducting training sessions in conjunction with Network Administration. Supplemental training will be offered as technological and/or policy changes allow.

Network Administration is responsible for protecting users and the system from abuses of this policy. Pursuant to this duty, the System Administrator may take any of the following actions reasonably appropriate to the nature of the offense:

1. Referral to the offending user’s supervisor.

2. Reprimand of the offending party or parties.

3. Temporary reduction or suspension of computer system privileges.

4. Permanent access revocation.

5. Termination of employment.

6. For misuse amounting to criminal behavior, referral to appropriate law enforcement agencies.

Sanctions may be reviews by Network Administration as necessary. Alleged violations will be reviews on a case by case basis.

Miscellanies

Amendment: FakeCompany may amend this Acceptable Use Policy from time to time as necessary. All users will receive prompt notice of any amendments.

Employee Agreement Form: Each employee must sign an Employee Agreement Form and will attend training before receiving a logon ID and password. FakeCompany reserves the right to require employees to sign additional agreement forms in the future.
Conclusion

An acceptable use policy can be a tool and a safety-net for an organization.  It protects a company or institution legally from liability and wrongful termination suits.  It educates users and can save an organization money.  Creating an AUP can take the skills of both a systems administrator and legal professional.  It is a document that should be well thought out and developed carefully.  
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