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Unix Mail-Server Administration

Introduction

Email is the most popular application on the Internet today. The most popular email server in use by ISPs and other organization is free server sendmail. A facility that allows users at workstation and terminals to compose and exchange messages. 

Brief History

During time of the OS, Compatible Time-Sharing System (CTSS), which allowed multiple users to log into the system from remote dial-up terminals, and to store, files online on disk. This new ability encouraged users to share information in new ways. When CTSS users wanted to pass messages to each other, they sometimes created files and put them in "common file" directories. The recipient could log into CTSS later and read the message. As CTSS advanced, it’s designers came up with a facility for the system operators so they could inform users when lost files were retrieved from tape, by sending a message to a file in their directory.

Email syntax of the yore:  MAIL M1416 2962 (application_name, problem & recipient id).

Email id of the yore : “ABC at HOST-NAME”(FYI, such a syntax can be used in your homepages to cease spam. 

The first spam of email, was done by a DEC (currently a sub-unit of HP) marketer who decided to send a notice to everybody on the ARPANET on the west coast. The message trumpeted an open house to show of new models of the DEC-2o computer, a foray into larger, almost mainframe-sized systems.

Single-Computer Email

The simplest form of electronic mail is the single-system facility. This facility allows all the users of a shared computer system to exchange messages. Each user is registered on the system and has a unique identifier, usually the person’s last name. Associated with each user is a mailbox. The electronic mail facility is an application available to any user logged onto the system. A user may invoke the email facility, prepare a message and “Send” it to any other user on the same system. The act of sending simply involved putting the message in the recipient’s mailbox. The mailbox is actually an entity maintained by the file-management system and is in the nature of a file directory. One mailbox is associated with each user. Any incoming mail is stored as file under that user’s mailbox directory. Many public mail systems are single-computer systems, with an ingle host system maintaining all the mailboxes of all users. Thus a single central host may support single-computer mail. This setup doesn’t treat email as a distributed application.

Multiple-Computer Email

In this case we have dedicated central mail system, a mail server on a multipurpose server. The software for preparing and processing mail may be on each individual’s workstation, while the mailboxes themselves are on the server. Thus facilitating the idea of sharing by allowing messages to be exchanged to users of different systems. This is done by using a number of mail 

handlers connected over a network facility.

User Agent (UA), Message Transfer Agent (MTA)

The email functions can grouped into two distinct categories: user agent and message transfer agent. The user agent is visible to the email user. These include facilities for preparing and submitting messages for routing to the destination(s), as well as utility functions to assist the user in filling, retrieving, replying, and forwarding. The message transfer agent accepts messages from the user agent for transmission across a network or internetwork. The MTA is concerned with the protocol operation needed to transmit and deliver messages. The user does not directly interact with the MTA.

The simplest MUA in most Unix systems is the mail command. This is very bare bones mail client; because it doesn’t even use a network protocol such as POP3 for accessing mail, it can read messages in a local system. If invoked without command-line arguments, the program checks the local mail spool to see whether the user has got any new mail. One of the most popular UNIX email client is the pine program. Unlike mail, pine presents a full-screen interface. It is also capable of decoding and saving MIME-compatible file attachments. Now days, the MUAs are distributed with popular Web browser.

MTA’s come in many flavors, but sendmail server stands out as by far the most widely used server on the Internet. This excellent tool is the Cadillac of Internet mail server; it does everything you ever wanted a mail server to do and more. It has been around for many years, and the current versions are exceptionally stable and robust, although this is a frequent target of attempted security breaks, but a well configured sendmail gives no chance to such a situation.
Mail Delivery Process

As the first step, the mail client (UA) contacts the outgoing mail server (MTA) via a protocol called SMTP (Simple Mail Transfer Protocol). The mail server at the receiving end of the SMTP conversation is program (e.g. sendmail, smail) that accepts the message body, along with any headers the email client added to the message.  

Next, the server processes the sender and recipient addresses and the headers. If he user designates a local recipient for a message, the UA stores the message in the local recipient’s mailbox. If a remote recipient is designated, the UA passes the message to MTA for transmission to a remote MTA and ultimately to a remote mailbox. In the remote delivery, the message may be stored temporarily in a queue, awaiting delivery; or it may be passed on to another server. The rules that govern delivery can be elaborate, and a message can travel a complex route before arriving at the desired designation.

Eventually, unless the address is incorrect or some delivery problem occurs, a server somewhere over the network will accept the message as locally deliverable one. It then deposits the message into the recipient’s mailbox. Mailboxes come in many shapes and forms; on UNIX systems, a user’s mailbox is typically a file 

(/var/spool/mail/username) that contains all the user’s unread messages.

Finally, the message is picked up from the mailbox by the user’s UA. Locally run client’s access the mailboxes directly; if the client runs across the network (for example, client runs on a home computer, but access the mailbox on an ISP’s mail server) a network protocol POP3 (Post Office Protocol) is used. Notice that the last step of the delivery process is different from the rest. Up to this point all messages were pushed; that is, it was always the sender who initiated the 

transaction that moved the message one step closer to its intended destination. During the last step, the process is reversed; it is the client that pulls the message by querying the server for available messages.
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Mailboxes and Protocols

With this many UAs and MTAs around running on different operating systems, protocols play an important role in their integration. Well the secret is standardization. The entire Internet mail program use a common set of protocols. All UNIX mail agents use commonly known file locations, formats, and access mechanisms. Thus, even though up to half a dozen different program might process a mail message as it travels from the sender to the destination; the result is a seamless, reliable (at least most of the time) mail system.

SMTP: The Simple Mail Transfer Protocol

All Internet mail servers accept messages using a common mechanism: SMTP. Whether it’s a local UA or a MTA forwarding a message, the method is the same: the sending system connects to the receiving server using this protocol, specifies the sender and recipient of the message, and then transfers the message itself. The use of word simple in the name SMTP is not euphemism. The protocol is actually so simple that the user can perform any transaction. SMTP standardizes the message character set as 7-bit ASCII and adds log information to the start of the delivered message that indicates the path the message took.

The SMTP sender takes the message from the outgoing mail queue and transmits them to the proper destination host via SMTP transactions over one or more TCP connection to port 35 on the target hosts. 

The SMTP protocol is used to transfer a message from the SMTP sender to the SMTP receiver over a TCP connection. SMTP attempts to provide reliable operation but does not guarantee to recover from lost messages. No end-to-end acknowledgement is returned to a message’s originator that a message is successfully delivered to the message’s recipient, and error indication are not guaranteed to be returned either. 

The SMTP receiver accepts each arriving message and either places it in the appropriate user mailbox or copies it to the local outgoing mail queue if forwarding is required. It also must be able to verify local mail destination and deal with errors, including transmission errors and lack of disk file capacity.

Connection Setup

1. The sender opens TCP connection with receiver.

2. Once the connection is established, the receiver identifies itself with “220 Service Ready”.

3. The sender identifies itself with HELO command.

4. The receiver accepts the sender’s identification with “250 OK”.

Mail Transfer 

1. A MAIL command identifies the originator of the message.

2. One or more RCPT commands identify the recipients for this message.

3. A DATA command transfers the message text.

Connection Closing

1. The sender sends a QUIT command and waits for a reply.

2. Then the sender initiates a TCP close operation for the TCP connection.

3. Then the receiver initiate it’s TCP close after sending it’s reply to QUIT command.

Unix-Style Mailboxes

A mailbox on UNIX system is normally a file that resides in the /var/spool/mail directory and has the user ID as it’s name. Every message in the mailbox file begins with a From line. This line has well-defined format, which helps mail programs recognize where one message ends and another begins. Following the From: line are message headers. After the last message header there is a blank line followed by the message body.

Message Headers and Formats

All email messages have headers that identify the sender, recipient, delivery path, and more. 

These headers are not arbitrary; their format and content are defined in an Internet Request for Command document. RFC-822. Some headers are created by the sender’s UA, while others are added on route by servers that process the message. Some frequently used headers are:

The To: line specifies the recipient(s). The line contains a single email address, multiple email addresses separated by commas, or pairs of display names and email addresses.

The From: line specifies the sender(s). The syntax is same as for the To: line. Occasionally, a message might have a Reply: header as well which specifies the return address for the message if it’s different from the one on From: line.

Most messages also have a Date: and a Subject: header. Other header lines include Comment, Cc, Bcc, Sender, Message-ID or x-special-header: lines.

MIME – Multipurpose Internet Mail Extensions

MIME standard extends RFC-822 in different ways. First, it adds a new header, Content-Type. Second, it defines several content types, among them the multipart content type, which allows the creation of messages that consist of multiple parts. Third, it defines a mechanism for encoding binary data, such as compressed data files, executable programs, images or audio, in a form suitable for transmission over a text-only mail system. To decode a MIME message, the UA that has capability to recognize MIME headers and formats is needed.

POP3: The Post Office Protocol

The SMTP protocol makes it possible to forward a message to a MTA. It does not provide a means to deliver the message to its final destination, that is the UA running on recipient’s workstation. In other words, one can send a message to a server via SMTP, but cannot request a message this ways. For reading messages stored in a mailbox, another protocol is used; most often, this protocol is POP3. Other one is IMAP.

Connection Setup

1. Action is initiated by USER <user name> command.

2. Prompted for password using PASS command.

Mail Request

4. A LIST command lists all messages in a user’s mailbox.

5. A RETR <mail#> retrieves the corresponding mail from the user’s mailbox.

Misc.

6. A DELE <mail#> deletes the corresponding mail from the user’s mailbox.

Connection Closing

7. The sender sends a QUIT command and waits for a reply.

On the Linux side, the POP3 service is implemented by a server application that goes by the name of ipop3d or in.pop3d, depending on the naming conventions of the Linux distribution used. This server is usually invoked by the Internet superserver , inetd; the POP3 server is specified in /etc/inetd.conf as the handler for TCP port 110, the standard POP3 port.

Mail Forwarding and Aliases

Individual users on Linux can set up mail forwarding by creating a file names  .forward in their

Home directory. This file usually consists of a single line that contains the forwarding address.

Another common method for forwarding mail is through the global alias file, usually /etc/aliases.

The file contains lines such as the following

Alias:        real address

This line ensures that any incoming mail addressed to Alias will be delivered to the real address.

If the /etc/aliases I changed, the command /usr/bin/newaliases has to be run to take effect.

Mailing lists can be created using either .forward or /etc/aliases files. An alternate form

Of mailing list are newsgroups when broadcasting information is vital. Newsgroups can be viewed

As a ‘community mailbox’.

Configuring sendmail

Mailboxes, protocols, mail client programs; in the center of all this is the send mail program.

The role of sendmail is simple:

1. Accepting incoming mail

2. Process headers and delivery addresses

3. Deliver the message locally, if possible or

4. Forward the message to a host that can process it.

Rulesets

The sendmail program accomplishes these steps by processing a series of rulesets. Each ruleset is invoked at specific stage of message delivery, and each contains a set of rules that tell sendmail how addresses of different types should be handled. Each rule in a ruleset performs a specific action. First sendmail checks whether the address that is being processed matches the current rule. If so, the perform the action prescribed by the rule. The action can cause the address to be rewritten; it can also select a delivery agent or trigger an error condition.

FIGURE 2

The core rulesets of senmail.                              




                                                                                              


                                 


                                                                  

Rules are stored in the file /etc/sendmail.cf. Rather than creating this file from scratch, it’s better to copy that was installed along with sendmail as starting point. Alternatively, sendmail has tools that are used to generate different versions of /etc/sendmail.cf using a set of macros.

Rules in sendmail.cf are written using a syntax that is very powerful. For instance, here’s a sample rule that causes all addresses from the domain whitehouse.gov to be rejected:

R$* @ $*.  Whitehouse . gov $#error $: “550 Spam Forbidden”

Each character in the preceding line is significant; even a difference between an invisible spaces and tab character can completely change the meaning of the rule. sendmail.cf is the best defense against the growing menace on the Internet, spam.

A general-purpose macro language called m4. It interprets definitions associated with symbols, and later, whenever a previously defined symbol I encountered, it replaces it with the definition.

Sometimes, m4 macro input files may span up to several 100 lines in length to automate the creation of large chunks of sendmail.cf.

To invoke :

m4 file1 file2 >outputfile, where file1, file2 (may be more files) has m4 macroinstructions.

UUCP: Unix to Unix Copy for Batch Delivery

Generally when sendmail is used, it’s assumed that a permanent Internet connection is available so that other sendmail servers can get connected to deliver mail and vice versa. But in a small office environment, it’s not practical or cost-effective. In this situation sendmail can be used to act as a mail server for Internet email, and it frees you from being dependent on the ISP for the creation and management of mailboxes. This presents a dilemma. How can a mail server, designed primarily to exchange messages interactively with other servers using SMTP protocol, operate in an isolated environment. This can be done in two ways:

1. Utilize sendmail’s capability to pass any messages that it cannot locally deliver to a smart host (presumed to be smarter than the local host, as it’s knows how to deliver messages that sendmail cannot handle).

2. Intimate sendmail to deliver messages to the smart host via UUCP.

UUCP is simple mechanism to deliver a batch of files from host to another. Files are passed to UUCP via uux command, and they usually end up in a spool directory until the uucico command

Is activated. The actual delivery is performed by uucico, which can dial a remote system via a modem, log on, and communicate with a remote copy of  uucico there. After the files are transferred, they are processed by the uuxqt program on the destination. This is not specific to email, but can used for any kind of file and to execute any command on the remote system.

The uucico program is scheduled to be executed at regular intervals. The message delivery is fast. It’s possible to configure UUCP over an existing IP connection. This is especially useful if the Modem normally used for UUCP mail delivery is also used to establish an Internet connection.

Message Filtering

Customizing sendmail.cf aids greatly in controlling unwanted emails. Spam can represent a significant load on system. Depending on the number of users of systems and amount of email received. The second reason being, the sendmail and underlying SMTP protocol offer no built-in security model; a sndmail sever by default accepts mail from any source and delivers mail to arbitrary addresses without restriction.

Spam artists on a daily basis use this feature widely. Rather than operating a powerful mail server of their own along with a high-speed Internet connection, it possible for spamsters to connect to unsecured server, pass to it a single copy of the message to be delivered along with a delivery list of 1000s or more recipients. The mail server starts processing these frivolous mails, which is a serious overhead. 

Current versions of sendmail has 2 rulesets check_mail and check_rcpt. These rules are invoked when a remote host connects to your sendmail server and sends it’s MAIL FROM: and RCPT TO: commands. Utilizing these rulesets, it is possible to defines rules that perform the following:

1. Reject messages coming from a known spam host

2. Reject messages coming from a known spam sender

3. Reject messages relayed through a know spam relay host.

4. Reject messages coming from an outside host if the recipient is outside of the local system.

Thus helping the mail server to be secure of spam mails.
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